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2024 State of
Networking Report

This year’s annual state of network
management survey found that security,
network monitoring, and network resiliency
continue to be the focus of network
spending and management priorities.
Networking budgets remain strong, with

a significant chunk going towards new
technologies and innovation.

SSSSSSSSSSS

@>zscaler

@ informatech



NETWORKCOHIDUUHQ 2024 State of Networking Report June 2024 | Page2 @

Table of Contents

3 About the Author Figures

4 Executive Summary Figure 1 Network Management Priorities Figure 10 Budget Devoted to Maintenance Vs.

6 Research Synopsis Figure 2 Concerns About Impact to New Technology Adoption

. Security is Top-of-Mind Network Operations Figure 11 Technology Implementation

9 Budget Landscape Figure 3 Remote Support Figure 12 Reasons for Implementing SD-WAN
Figure 4 Change in Network Security Figure 13 WAN Connectivity in Use

11 Networking Tech Adoption Trends .
Spending Last Year . S

. - - Figure 14 SD-WAN Timeline

16  Leveling Up Resiliency Through Observability . .

Figure > Expected Change in Network Figure 15 Disruption in Network Availabilit

18 Appendix Security Spending Next Year & P y

22 Zscaler Perspectives Figure 6 Networking Challenges Figure 16 Employee Happiness or Burnout

Figure 7 Change in Overall Networking Figure 17 Networking Technologies Purchased

Spending Last Year Figure 18 Respondent Job Title

Figure 8 Expected Change in Overall Figure 19 Respondent Company Size

Networking Spendi
etworking spending Figure 20 Respondent Company Revenue

Figure 9 Percent of IT Budget Devoted

to Networking Figure 21 Respondent Industry

< >

PREVIOUS NEXT



https://www.networkcomputing.com/

NETWORKComputing 2024 State of Networking Report June 2024 | Page3 @

Author

Ericka Chickowski

An award-winning freelance writer, Ericka Chickowski specializes in telling
stories about the intersection of information technology and business
innovation. Best known for her coverage of cybersecurity, Chickowski
regularly writes as a contributing writer for CSOOnline and Dark Reading.
Her perspectives have also appeared in dozens of other trade and
consumer magazines, including Consumer Digest, CIO Insight, DevOps.com,
Entrepreneur, and InformationWeek.

< >

PREVIOUS NEXT



https://www.networkcomputing.com/

NETWORKComputing

2024 State of Networking Report June 2024 | Page 4 @

Executive Summary

In spite of some economic headwinds and tech industry layoffs, the prognosis for network spending is still quite strong. Over half of organizations
reported that they increased their spending on networking in the past twelve months, even if those gains were relatively slight. Network spending
will likely remain strong through 2025, with 85% of organizations planning to increase their spending or keeping it the same again in the next year.

While the bulk of those budgets are devoted to keeping the proverbial lights on, more than one third — 37% — of networking spending is dedicated
to new technologies and innovation. One of the new technologies gaining momentum is SD-WAN. Approximately two-thirds (64%) of respondent
organizations report that they already have or will have SD-WAN in production within the next two years. Zero-trust network access, cloud-based
security and services (SASE), and Wi-Fi 6 are also gaining.

Many of the investment and management priorities in 2024 are focused on security, network monitoring/observability, and network resiliency.
These were the top three named network management priorities, with the heaviest weight on security by far — although the three are certainly
twisted together quite closely.

Even though the cyber risks and the regulatory concerns around network security are very real for IT and networking teams, this year’s study
indicates that organizations may want to balance those risk considerations with other factors as well. The top-most cited causes of significant
network disruptions were third-party service provider outages and natural disasters — not cyberattacks. Furthermore, challenges like rising costs,
network performance, staff training, and basic maintenance may deserve more attention — while these day-to-day battles rank high in the list of
challenges, they sink lower in the respondents’ list of priorities.

Key Findings

1. Network security far outweighs all respondents’ other priorities. It was the No. 1 choice on a list of 24 options, named by 43% of respondents.
Tied for a distant No. 2 were network resiliency and network monitoring/observability, both coming in at 23%.

2. Network security was also respondents’ top challenge, but with a less impressive margin. Only 27% named network security one of their top
three challenges, with reducing cost and improving network performance coming in close behind at 23% and 20% respectively.
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3. Thirty-four percent are concerned about their networks being overloaded by Al workloads. Twelve percent named “increasing network
capacity to support new tech concepts like Al” one of their top priorities.

4. More than half of respondents said that spending on networking and on network security increased in the past 12 months; more than half
said they expect spending to increase again in the coming year.

5. Looking at networking budgets going forward, respondents expect that 63% will be spent on maintenance, 37% on innovation/new tech.
6. 64% plan to have SD-WAN in production before 2026. That includes 21% who already have it in production today.
7. Overall, 35% said their network availability was significantly disrupted in the past 12 months.

8. Specifically, 26% said their network availability was severely disrupted by an outage at a third-party service provider, 15% from a natural
disaster or other event outside their control, and 13% by a cyberattack.

9. 42% say they are concerned or very concerned about the impact of natural disasters on internet or network resiliency. 32% are similarly
concerned about the impact of climate change on Internet or network resiliency.

10. Concerns about inadequate broadband access for remote employees (37%) and rural areas (32%) grew slightly year over year.
11. 49% said they were concerned or very concerned about the safety and wellness of their staff.

12. In general, respondents feel good about their work. On a scale of 0 to 10 (“completely burned out” to “I love my job”), 40% of respondents
rated themselves high on the scale with a rating of 8, 9, or 10.
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Research Synopsis

Survey Name: 2024 State of Network Management
Survey Date: April 2024
Primary Region: North America

Number of Respondents: 196 networking and IT professionals involved in managing network systems. The margin of error for the total
respondent base (N=196) is +/- 6.9 percentage points.

Purpose: Network Computing surveyed networking and IT professionals involved in managing network systems to better understand their
current challenges, priorities, and concerns.

Methodology: The survey asked managers and staff members who are involved in or manage those who are involved in the planning,
implementation, operations, or maintenance of network or networking systems, including networking data centers. They were asked about
organizations’ networking budgets, spending priorities, and concerns. The survey was conducted online. Respondents were recruited via an
email invitation containing an embedded link to the survey. The email invitation was sent to a select group of Informa Tech’s qualified database;
Informa is the parent company of Network Computing. Informa Tech research was responsible for all elements of survey design, administration,
data collection, and data analysis. These procedures were carried out in strict accordance with standard market research practices and existing
US privacy laws.
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Figure 1

Security is Top-of-Mind

If there was a single takeaway that crystal-
ized from this year’s survey of networking
decision-makers, it was that cybersecurity
concerns are top-of-mind for everyone. From
budgetary decisions to implementation prior-
ities to what’s keeping networking executives

Network Management Priorities

Il 2024

What are your most pressing network management priorities for the next 12 to 24 months?

Network security

Network monitoring/observability

43%

Staff/training issues

Supporting hybrid or remote workforces

9%

up at night, security is overlaid on top of it all. I 23% I 9%
. . Network resiliency Supporting increased video traffic
When asked about their most pressing net- I 23% . 8%
work management priorities for the next )
) Reducing cost SD-WAN
one to two years, respondents resoundingly I 19% I 8%

voted for network security, with 43% putting
it in their list of top three choices (Figure 1).
That’s twenty points ahead of the second-
place choices, which were tied between
network resiliency and network monitoring
and observability. They were each pegged
as priorities by 23% of respondents. These
priorities are holding steady compared to
2023 rankings, which showed the exact same
ranking but slightly different percentages —
security came down four percentage points
while observability and resiliency came up by
the same number of points.

This matches up with the kinds of concerns
that executives worry could impact net-
work operations. When asked about the
most common concerns, 52% reported

Improving network performance/efficiency

Growth of network capacity to support new tech concepts (Al, loT)

Reducing complexity

Network operations/automation

Wireless upgrade necessity

Network modernization initiatives

Supporting multi- and hybrid cloud architecture

Increasing scalability

18%

12%

12%

12%

12%

10%

10%

10%

mplementing network-wide policies

Edge computing

Supporting connected embedded systems (e.g. I0T, point-of-sale, medical devices)

Supporting high-performance computing

Obtaining increased visibility into applications that are using the network

Supporting increased mobile traffic

Architecting networks for “data explosion”

Supporting connected fleets

Note: Maximum of three responses allowed « Data: Network Computing survey of 196 IT and networking professionals involved in managing network systems in April 2024 and 174 in March 2023

7%

7%

5%

5%

5%

4%

3%

3%
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they were very concerned about cyber at-
tacks — more than twice as many as those
worried about the second-most cited con-
cern for outages at cloud computing service
providers (24%), and three times as many as
the third-place concern over the exploding
amounts of data pushed through the net-
work (17%) (Figure 2).

The issues around cybersecurity are of-
ten intricately tied into the complexity of
modern network architectures, as IT and
networking pros struggle to keep security
transformation apace with broader digi-
tal transformation trends. One respondent
wrote the following to the open-response
section of the survey:

“With the move to increasingly hybrid, multi-
cloud hosting arrangements for broadly dis-
tributed office and mobile fleet users, | am
looking for some clear patterns around incor-
porating ‘Defense in Depth’ and Zero Trust
Architectures’ for integrating the Systems of
Record and Sources of Truth across all these
locations. That is, should | treat cloud hosted
sites as extensions of our on-premises data
centers or expect every site to deploy its own
DMZ and integration services for accessing
data services?”

Figure 2

Concerns About Impact to Network Operations

Thinking about how the following could impact your network operations, how concerned are you about each of these?

1 5
_ Not at all concerned ---

Cyber attacks 3%

Outages at cloud computing service providers 8%

Exploding amounts of data 9%

Safety/wellness of networking staff 10%
Lack of visibility due to complexity into network issues 9%

Natural disasters that impact Internet or network resiliency 12%
Al workloads overloading my network/network unable to run Al 20%
Impacts of climate change on Internet or network resiliency 25%
Inadequate broadband access for remote employees 17%
The global semiconductor chip shortage 14%
Inadequate network automation 12%
Decreasing availability of IPv4 addresses 18%
Power and water availability for data centers 28%
Inadequate broadband access for rural areas 27%
Wireless carriers shutting down their 3G networks 44%
Too much network automation 32%

Data: Network Computing survey of 196 IT and networking professionals involved in managing network systems, April 2024

4%

12%

15%

15%

15%

20%

19%

17%

20%

21%

24%

28%

20%

19%

14%

23%

17%

24%

27%

26%

32%

26%

27%

26%

26%

34%

28%

25%

23%

22%

23%

22%

24%

32%

32%

35%

31%

29%

23%

21%

27%

21%

28%

21%

21%

25%

12%

17%

52%

24%

17%

14%

13%

13%

11%

11%

10%

10%

8%

8%

8%

7%

7%

6%
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Figure 3

Figure 4

Remote Support

2024

7%

B Yes
No
I Don’t know

Are you supplying any new networking technologies to remote workers?

Data: Network Computing survey of 196 IT and networking professionals involved in managing network systems in April 2024 and 174 in March 2023

2023

6%

B Yes
No
I Don’t know

These kind of tough choices for security ar-
chitecture continue to rear their heads as
enterprises keep bolstering their portfolio
of technologies to support remote workers.
The survey showed that half of respondents
reported that they’re supplying new network-
ing technologies to remote workers in 2024
(Figure 3).

Budget Landscape

Regardless of the architectural decisions at
each organization, the drum beat for cyber-
security is reflecting itself broadly in bud-
gets and purchasing decisions. Forty-four
percent of organizations reported that their
network security spend increased by at least
5% in the last year, with 14% posting security

Change in Network Security Spending Last Year
How has your NETWORK SECURITY spending changed in the past 12 months?

2024

3%
2%,

Bl Network security spending has increased
by more than 10%

[l sSpending hasincreased by 5% to 10%
Spending has increased by less than 5%
Spending has stayed the same
Spending has decreased by less than 5%

[l Spending has decreased by 5% to 10%
Spending has decreased by more than 10%

Don’t know

2023
1%

1% \ -

2%._,

B Network security spending has increased
by more than 10%

I sSpending hasincreased by 5% to 10%
Spending has increased by less than 5%
Spending has stayed the same
Spending has decreased by less than 5%

[l Spending has decreased by 5% to 10%
Spending has decreased by more than 10%

Don’t know

Data: Network Computing survey of 196 IT and networking professionals involved in managing network systems in April 2024 and 174 in March 2023
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spending gains of more than 10% (Figure 4).
That tracks pretty much on par with security
spending growth last year which showed 45%
of organizations boosting security spend by
5% or more.

Organizations may ease off the gas pedal a
little bit for security spending in the coming
year, though. Whereas 18% of respondents
in the 2023 survey expected to increase their
spending by more than 10% in the coming
year, just 11% of decision-makers in 2024
reported the same expectations (Figure 5).
This may reflect shifts in the networking chal-
lenges faced by organizations in 2024.

Like in 2023, network security was named
the most difficult-to-solve networking chal-
lenge by respondents. However, this year
there was a little more parity between cy-
bersecurity and other pressing challenges.
This year, 27% of participants named net-
work security as a top challenge, compared
to 39% last year (Figure 6). Meantime, re-
ducing cost edged up to the number two
spot, cited by 23% of participants — a couple
pointincrease over 2023 numbers. This offers
an indication of that economic headwinds
could slightly soften some security and over-
all networking budgets.

Drawing back the lens a bit from security and
looking at overall budgets, spending is still up
but growth has slowed down a couple ticks
in 2024. Whereas overall networking spend
increased by more than 10% at 17% of orga-
nizations in 2023, this year that proportion of
organizations dropped by six points down to
11% (Figure 7). And that softening is likely to
continue in the coming year, as 38% of orga-
nizations report that they expect spending to
stay the same or decrease in that timeframe
— that’s 10 points more than the expecta-
tions laid outin our 2023 survey (Figure 8).

The percentage of IT budget devoted to net-
working remained relatively steady year-over-
year. In 2024, almost half of organizations re-
port that 20% or more of their IT budgets are
dedicated to networking spending (Figure 9).
That’s nearly identical to 2023 numbers. Even
as network architectures change and morph
in the age of hybrid and multi-cloud, network-
ing spending still commands a healthy share
of the IT budget.

Interestingly, though, the number of organiza-
tions that spend proportionally heaviest on
networking is dwindling. Last year saw 12% of
organizations reporting that they spend 40%
or more of their IT budget on networking.

Figure 5

Expected Change in Network Security Spending Next Year
Looking forward, how do you expect your NETWORK SECURITY spending
to change in the next year?

2024

2023

Bl Network security spending will increase by
more than 10%

Bl Network security spending will increase by

more than 10%
M Increase by 5% to 10% M Increase by 5% to 10%
Increase by less than 5% Increase by less than 5%
Spending will remain the same Spending will remain the same
Spending will decrease by less than 5%

[l Decrease by 5% to 10%

Spending will decrease by less than 5%
[l Decrease by 5% to 10%
Decrease by more than 10% Decrease by more than 10%

Don’t know Don’t know

Data: Network Computing survey of 196 IT and networking professionals involved in managing network systems in April 2024 and 174 in March 2023
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Figure 6

That dropped down to just 7% in 2024. This
could potentially be a bellwether for budget-
ary trends to come.

Networking Tech Adoption Trends
Bridging the conversation from budget trends
to the tech adoption trends impacting net-
working today, let’s take a look at how much
organizations are spending on innovative new
technology versus just keeping the lights on.
According to respondents, over one-third of
networking budgets (37%) is dedicated to new
technologies and innovation, while 63% of
budgets are spent on maintenance (Figure 10).
That rate of new technology adoption is hold-
ing steady year-over-year, with just a one-point
decrease off of 2023 numbers.

Keeping ahead of changing tech landscapes
and staying on top of innovative technology is
a perennial balancing act. One respondent not-
ed that, “It is a challenging field as technology
seems to change on the regular and we have to
be constantly up-to-date with new technolo-
gies in other to provide better services.”

Networking Challenges

Il 2024

Which of the following are the greatest networking challenges you face, or which tasks cause problems that are difficult to solve?

Network security

Reducing cost

Improving network performance/efficiency

Network monitoring/observability

[%2]
—
1Y
=2
(=g
=
=R
3
S
[0)e]
s
)
c
)
«»

Network resiliency

Growth of network capacity to support new tech concepts (e.g. Al, loT)

Network modernization initiatives

Reducing complexity

Network operations/automation

Supporting multi- and hybrid cloud architecture

27%

23%

20%

18%

15%

15%

14%

13%

13%

12%

Increasing scalability

Implementing network-wide policies

Supporting hybrid or remote workforces

Im

upporting connected embedded systems (e.g. 0T, point-of-sale, medical devices)

Supporting high-performance computing

Wireless upgrade necessity

[%]

upporting increased video traffic

w

upporting increased mobile traffic

Edge computing

Architecting networks for “data explosion”

Supporting connected fleets

9%

9%

8%

8%

8%

8%

7%

7%

6%

5%

[ 12% a%
Dlgglﬂg into the newer network teChHOIOgy Obtaining increased visibility into applications that are using the network SD-WAN
that networking pros are already implement- I 12% [ 3%

ing, the top five most prevalentinnovative tech-
nology categories that respondents say they’re

Note: Maximum of three responses allowed « Data: Network Computing survey of 196 IT and networking professionals involved in managing network systems in April 2024 and 174 in March 2023
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Figure 7

Figure 8

2024

M Overall Networking spending has increased
by more than 10%

[l spending hasincreased by 5% to 10%
Spending has increased by less than 5%
Spending has stayed the same
Spending has decreased by less than 5%

[l spending has decreased by 5% to 10%
Spending has decreased by more than 10%

Don’t know

Change in Overall Networking Spending Last Year
How has your OVERALL networking spending changed in the past 12 months?

2023

2%

B Overall Networking spending has increased
by more than 10%

[l spending hasincreased by 5% to 10%
Spending has increased by less than 5%
Spending has stayed the same
Spending has decreased by less than 5%

[l spending has decreased by 5% to 10%
Spending has decreased by more than 10%

Don’t know

Data: Network Computing survey of 196 IT and networking professionals involved in managing network systems in April 2024 and 174 in March 2023

to change in the next year?

2024

0

%
>~ 6%

2
3%

4%

Bl Networking spending will increase by
more than 10%

M Increase by 5% to 10%
Increase by less than 5%
Spending will remain the same
Spending will decrease by less than 5%
[l Decrease by 5% to 10%
Decrease by more than 10%

Don’t know

Expected Change in Overall Networking Spending
Looking forward, how do you expect your OVERALL networking spending

2023

2%

Bl Networking spending will increase by
more than 10%

M Increase by 5% to 10%
Increase by less than 5%
Spending will remain the same
Spending will decrease by less than 5%
[l Decrease by 5% to 10%
Decrease by more than 10%

Don’t know

Data: Network Computing survey of 196 IT and networking professionals involved in managing network systems in April 2024 and 174 in March 2023
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Figure 9

Figure 10

Percent of IT Budget Devoted to Networking
Approximately what percentage of your total IT budget is spent on networking,
including wireless and wide area networking?

2024 2023

B Lessthan 10%
M 10%to 19%

B Lessthan 10%
M 10%to 19%

20% to 29% 20% to 29%
30% to 39% 30% to 39%
40% to 49% 40% to 49%

™ 50% or more [ 50% or more

Don’t know Don’t know

Data: Network Computing survey of 196 IT and networking professionals involved in managing network systems in April 2024 and 174 in March 2023

Budget Devoted to Maintenance Vs. New Technology Adoption
Thinking about budgets going forward, please estimate the percentage of your
networking budget (including staff time) spent on maintenance of existing systems
versus adoption of new technologies and innovation in the coming 12 months.

Average Percentage

2024 2023

B Maintenance B Maintenance

New technologies/innovation New technologies/innovation

Data: Network Computing survey of 196 IT and networking professionals involved in managing network systems in April 2024 and 174 in March 2023

<

PREVIOUS

NEXT



https://www.networkcomputing.com/

NETWORKComputing

2024 State of Networking Report

June 2024 | Page 14 @

currently purchasing are SD-WAN (32%), cloud-
based security and services (SASE) (30%), con-
tainers/Kubernetes (27%), Wi-Fi 6 and 6E (26%)
and Zero-trust access (24%) (Figure 11).

Respondents say they’re increasingly gravi-
tating toward SD-WAN adoption for a range of
different reasons. When asked to give their top
three drivers forimplementing SD-WAN, there
was no clear winner. Just over one third (34%)
of organizations cited improved control and
central management, 33% said the increased
flexibility and agility of SD-WAN drew them in,
31% reported reduced complexity was a fac-
tor, and 30% said greater security was a major
driver (Figure 12).

Whatever the reason, the survey showed clear
gains on SD-WAN adoption. When asked about
the connectivity in use at their organization,
both Internet and carrier ethernet were on the
decline over the last year. Internet went down
from 56% to 47% and carrier ethernet dropped
from 36% to 33% (Figure 13). Meanwhile, SD-
WAN increased from 24% to 33%. When asked
about expected timeline for having SD-WAN in
full production, 51% of networking pros report-
ed that they either have SD-WAN in production
now or will have it within 12 months (Figure 14).
When asked in an open-ended question about

Figure 11

Technology Implementation

Has your organization implemented or will you implement any of the following technologies/processes?

I N e

purchasing next 12 months next 24 months
SD-WAN 11% 32% 15% 6% 30% 6%
Cloud-based security & services (SASE) 23% 30% 19% 6% 16% 6%
Containers/Kubernetes 11% 27% 13% 4% 35% 10%
Wi-Fi 6 and 6E 17% 26% 18% 10% 23% 6%
Zero-trust access 30% 24% 22% 10% 11% 3%
Network automation/orchestration 20% 23% 18% 10% 22% %
IPv6 14% 22% 14% 7% 34% 9%
Network-as-a-service (NaaS) 13% 15% 16% 6% 41% 9%
Edge datacenters 17% 14% 14% 7% 37% 11%
AlOps 17% 9% 18% 7% 38% 11%
Satellite broadband 9% 9% 14% 3% 50% 15%
Data: Network Computing survey of 196 IT and networking professionals involved in managing network systems, April 2024

which SD-WAN platform vendor they are using,
the majority cited Cisco, with Palo Alto and VM-
ware tied for second.

As IT and networking buyers look into their
crystal ball, the innovation mix shifts slightly.

SD-WAN investments are expected to cool
slightly and Zero-Trust access is expected
to take the top spot. Approximately 52%
of organization say they’re either currently
evaluating or plan to purchase Zero-trust
technologies in the next 12 months. SASE

solutions and other cloud-based security
and services will still perform strongly, with
42% of organizations evaluating or planning
adoption in the next year. Network automa-
tion and orchestration cracked into the top
three for the first time, with 38% evaluating
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Figure 12

Figure 13

Reasons for Implementing SD-WAN

Improved control/central management

H 2024

What are your most significant reasons for considering or implementing SD-WAN?

I 34%
Increased flexibility/agility

[ 33%
Reduced complexity

I 31%
Greater security

F 30%
Improved network performance & QoS

] 29%
Lower cost

I 24%
Increased bandwidth for cloud applications

I 24%
Ability to integrate services such as security and optimization

I 23%
Increased network visibility from end to end

] 23%
Reduced staffing requirements

] 18%
Elimination of MPLS or private links

I 10%
Don’t know

[ 2%

Note: Maximum of three responses allowed « Data: Network Computing survey of 196 IT and networking
professionals involved in managing network systems in April 2024 and 174 in March 2023

WAN Connectivity in Use Ml 2024
What type of WAN connectivity does your organization currently use?

Internet

| 47%
Carrier Ethernet

I 33%
SD-WAN

] 33%
Wireless broadband

I 32%
MPLS

I 31%
Managed service

] 31%
Private line

I 25%
Satellite

I 10%

Note: Multiple responses allowed « Data: Network Computing survey of 196 IT and networking professionals
involved in managing network systems in April 2024 and 174 in March 2023
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and planning new adoption, as did AlOps at
fourth with 35%.

The latter two — automation and orchestra-
tion and AlOps — are especially a signal of
networking teams dealing with the conse-
quences of digital transformation that are
putting pressure on traditional networking
technologies, operations models, and ar-
chitectures. They need these innovations
to reliably and safely keep up with the pace
and volume of data transmitted over the
network in the coming years.

As one survey respondent said, “With ad-
vancements in technologies like Al and loT,
the amount of data generated and processed
is constantly growing. This puts pressure on
network infrastructure and requires scalable
and efficient solutions.”

Leveling Up Resiliency Through
Observability

While network security takes the lion’s share
of the attention from IT and networking
decision-makers, the truth is that security is
just one component of a broader resiliency
problem that networking organizations must
contend with in 2024 and beyond.

For the second year in a row, when our sur-
vey asked about disruption in network avail-
ability, critical cyberattacks were not the top
cause of outages among respondents. In fact,
the most common cause of a disruption to
network availability was a significant incident
at a third-party service provider.

This is a growing concern in the hybrid cloud
age—the percentage of organizations impact-
ed by these incidents increased from 16% in
2023 up to 26% in 2024 (Figure 15). Natural
disasters or other events outside the control
of the networking team were also on the rise.
This number two cause of outages rose from
8% to 15% in 2024. Cyberattacks actually
came in third, named by just 13% of organiza-
tions as a cause of significant outages in the
past year.

Thisindicatesthatorganizations arestill grap-
pling with prioritization of resiliency risks to-
day. Remember, while 76% of organizations
were concerned or very concerned about cy-
berattacks, a much smaller number — 56%
— had the same level of care about outages
at cloud service providers and just 44% were
similarly concerned about natural disasters.
Clearly there’s a perception gap brewing.

Figure 14

SD-WAN Timeline
What is your expected timeline to have SD-WAN in production?

2024

2023

Il We have SD-WAN in production now Il We have SD-WAN in production now

B Less than six months B Less than six months
Six to 12 months Six to 12 months
More than 12 but less than 24 months More than 12 but less than 24 months
Two years or more

¥l No plansfor SD-WAN

Two years or more
¥l No plansfor SD-WAN

Don’t know Don’t know

Data: Network Computing survey of 196 IT and networking professionals involved in managing network systems in April 2024 and 174 in March 2023
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Figure 15

H 2024

Disruption in Network Availability

Was your network availability significantly disrupted by an outage or a cyberattack

in the past 12 months?

Yes, our network experienced a significant outage due to an incident at a third-party service provider

Yes, our network was significantly impacted by a natural disaster or other event outside our control

Yes, our network availability was significantly impacted by a serious, critical cyber attack

Yes, our network availability was significantly disrupted, due to an internal error or failure of internal systems

=
o

Don’t know

Note: Multiple responses allowed
Data: Network Computing survey of 196 IT and networking professionals involved in managing network systems in April 2024 and 174 in March 2023

26%

15%

13%

11%

62%

3%

The good news, though, is that many of the
same answers for managing cybersecurity
risk also apply to a broader range of resiliency
issues. The key here is better network observ-
ability. The good news is that network moni-
toring/observability is edging up network
managers’ priority lists, if ever so slightly.
“Networking monitoring/observability” was
cited by 23% this year, compared to 19% last
year, and ranked the No. 2 priority, right be-
hind security.

“It’s very important to understand the con-
text and behavior of the network, and the
applications that are delivered through it, so
that you can have proactive incident manage-
ment. You want to be ahead of the curve, not
behind,” explained Arun DeSouza, managing
director at Profortis Solutions, in a recent Net-
work Computing virtual event on observabil-
ity.” That’s where the new modern paradigm
shift to observability helps.”

Observability and monitoring can also be
key for helping overwhelmed staff do more
with less — without working themselves to
the bone. Approximately 49% of respon-
dents reported that they are concerned to
very concerned about the safety/wellness
of their staff. Even many respondents them-

selves are suffering from burnout. In a ques-
tion that asked on a scale of 0 (completely
and utterly burnt out) to 10 (Great! | love my
jobl), a full third of respondents rated their
sentiment level at 5 or lower (Figure 16).
As one respondent related, “Working in an
understaffed group, there never seem to be
enough hours in the day to get everything
do that needs to be done.”

According to DeSouza, the organizations that
are able to pair observability with strong au-
tomation and orchestration — a top five pick
among the evaluated or planned innovative
tech — are the ones that will get the most out
of their monitoring investments.

“Today, most companies don’t have enough
staff, so you need the ability to automate and
orchestrate incident response,” he says.
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Appendix

Figure 16

Rating Employee Happiness M 2024
How are you feeling about your work and your job in general?

18% 18%
15%
11% 11%
9%
7%
5%
3%
2%
TN R
0 1 2 3 4 5 6 7 8 9 10
Completely Great! | love
and utterly this job!
burned out

Data: Network Computing survey of 196 IT and networking professionals involved in managing network systems in April 2024 and 174 in March 2023
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Figure 17
Networking Technologies
Cybersecurity
| 42%
Access points
I 39%
Network management & monitoring
] 34%
Core switches
I 28%
Core routers
I 25%
Cloud managed WLAN
L] 23%
Wireless LAN infrastructure
I 23%
Physical security/surveillance
] 22%
Branch office routers
] 18%
Network automation tools
I 18%
Network Functions Virtualization (NFV)
] 18%
Wireless network management and monitoring
I 18%
Edge switches
I 17%
Note: Multiple responses allowed
Data: Network Computing survey of 196 IT and networking professionals involved in managing network systems, April 2024

Which of the following networking products were you involved in purchasing or will be purchasing in the next year?

Secure Access Service Edge (SASE)

Cloud-based WAN services

Open-source network operating systems

Software-defined networking

Data center switching infrastructure

WAN optimization/wide area file system appliances

Wireless switches

N B E
: B W=
2 2 =
w [7,] 5
-4 3 ]
=} 8 U%
(%]
o = o
@ 3
5
=

o

edicated WAN services

Software-defined/hybrid WAN

16%

16%

15%

11%

11%

10%

10%

10%

9%

9%

8%

7%
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Figure 18

Figure 19

Respondent Job Title
Which of the following best describes your job title?

206 2% 2%

\

2%
2%._

Il Director/manager, IT or networking
M Director/manager, IT operations
IT executive (CIO/CTO)
IT specialist/IT or networking staff
Engineer/software engineer
¥l Corporate executive (CEQ/CO0)
Cybersecurity staff
VP of IT
Director/manager, data center or telecom
] Systems analyst
Cybersecurity executive (CSO/CISO)
Chief compliance officer
I Software/Web developer
Help desk/IT services

Other

Data: Network Computing survey of 196 IT and networking professionals involved in managing network systems, April 2024

Respondent Company Size
How many employees are in your organization in total?

Il 20,000 or more

M 10,000 to 19,999
5,000 to 9,999
1,000 to 4,999
500 to 999

[ 100to 499
50t0 99

Fewer than 50

Data: Network Computing survey of 196 IT and networking professionals involved in managing network systems, April 2024
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REPORTS
Figure 20 Figure 21
Respondent Company Revenue Respondent Industry
What is the annual revenue of your entire organization? What is your organization’s primary industry?

B $5 billion or more B 17T vendor
M $1billion to $4.9 billion

$500 million to $999.9 million

[ Consulting/business services
Government

$100 million to $499.9 million Education

10%
? $50 million to $99.9 million

[ $6 million to $49.9 million

Healthcare/medical
¥ Manufacturing, non-computer
Less than $6 million Financial services/banking
Government/nonprofit Telecommunications/ISPs

15% Don’t know/decline to say Construction/engineering
"] Consumer goods
Electronics

Media/entertainment

M Non-profit
[ Distributor
Logistics/transportation

M Other

Data: Network Computing survey of 196 IT and networking professionals involved in managing network systems, April 2024 Data: Network Computing survey of 196 IT and networking professionals involved in managing network systems, April 2024
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Securing Networks Against Ransomware Attacks

Many organizations are struggling to cope with today’s
digital landscape, which is marked by hybrid work and a
rise in the use of loT and OT devices. This shift has massively
increased the attack surface, making organizations vulnerable
to ransomware attacks and rendering traditional WANs
insufficient and, in some cases, a liability.

The Rising Threat Landscape

There was a marked increase in cyberattacks in 2023, largely
due to organizations” expanding attack surfaces. With the
shift to remote work, more network endpoints are accessing
corporate networks from around the world, beyond
traditional security perimeters. Additionally, the integration
of loT and OT devices into corporate networks has made
network management and security more complex.

Traditional SD-WAN solutions, once the backbone of
enterprise networking, are showing their limitations in
this new era. These devices typically connect sites using
site-to-site VPNs, which not only increase the attack
surface, but also allow for lateral movement of threats
across the network.

Traditional SD-WAN vs. Zero Trust SD-WAN

Traditional SD-WAN
Mesh of site-to-site VPNs

[ cioud ) “intgrnet / ) Cloud |
|
Med overlays with implicit ‘trust
& @ @4 @ &
O e D= & aOse
Branch Factory 3rd Party Site

Site-to-site VPNs

Zero Trust SD-WAN

Connects any site without routed overlays or VPNs

Internet /
(=) Em) (=
2
ZeroTrust + . (@) LData
Exchange . = Center

All brokered through Zero Trust Exchang
Z-copactor,

n Piug & play | al or
OS @ OB USRS NS ] oo sescaioon

Branch Factory 3rd Party Site

Reduces business risk
Eliminates lateral threat movement,
preventing ransomware attacks.
Eliminates the attack surface.

Reduce network complexity
No route tables to manage,
no firewalls needed, no separate
policies for user vs. devices
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The Limitations of Traditional

SASE Solutions

Today, many organizations are striving to overcome
thesechallengesbymodernizingtheirinfrastructure.
A popular approach involves adopting a secure
access service edge (SASE) solution that merges
networking and security into a single integrated
framework. However, it’s important to note that
several SASE solutions on the market are built over
traditional SD-WAN architectures, incorporating
site-to-site VPNs that undermine the overall
security posture.

This approach is akin to building a house on a
weak foundation. However advanced the security
services layered on top may be, the underlying
vulnerabilities of the WAN architecture remain,
providing a pathway for hackers to exploit. This is
why itis essential for organizations to look beyond
traditional SASE offerings.

The Need for Zero Trust SD-WAN
Zscaler has reimagined SD-WAN, delivering both
enhanced connectivity and improved security.
Zscaler Zero Trust SD-WAN eliminates the implicit
trustinherentin traditional SD-WANs with a simple,
direct-to-cloud architecture. By connecting sites
directly to the Zero Trust Exchange, it ensures
that all network traffic is securely inspected and
managed, regardless of its origin.

This architecture eliminates internet-facing attack
surface and prevents lateral movement of threats,
significantly reducing the risk exposure. Each
network connection is treated as potentially hostile,
whether it originates from within or outside the
network.

Zero Trust SD-WAN also greatly simplifies the
network architecture by eliminating the need
for firewalls at branch sites, simplifying network
infrastructure, and cutting down on costs.

June 2024 | Page 23 o

Additionally, managing VLAN-based network
segmentation is also a significant challenge for IT
teams, often leading to complexities and errors
due to policy exceptions, outdated policies,
and configuration mistakes. These issues create
security vulnerabilities that ransomware can
exploit to spread within a network. Zscaler tackles
these challenges by enhancing security for both
inter-VLAN and intra-VLAN traffic.

Conclusion

As network perimeters continue to dissolve and
ransomware attacks become more sophisticated,
the need for a robust, flexible, and secure
networking solution has never been greater. Zero
Trust SD-WAN represents the next evolution in
network security, reducing risk while adapting to
the demands of modern enterprise environments.
For network managers looking to secure their
systems in 2024 and beyond, transitioning to Zero
Trust SD-WAN should be a top priority. Visit www.
zscaler.com/sase to learn more.
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